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Introduction 

VA Security was designed to address a growing problem our customers were 
faced with.  The concern stems from the idea that NCD products are sold all 

over the world and are readily available to anybody.  For software developers, 
that’s a problem.  Our customers do not want their software to work with every 
device in the world; they want their software to work with the devices they have 
licensed. 

Many times per year, our customers have asked us if they could purchase our 
circuit boards without our name printed on them.  For legal reasons, we are not 
able to accommodate this request.  However, we can make sure our controllers 
will not function if your software sends an invalid license key.  This is where AVA 
Security comes into play. 

The concept behind AVA Security is very simple:  To shut down the controller if 
an invalid license key is sent from your software.  No two controllers are identical.  
Each controller is encoded with unique data sets, and these data sets are used to 
prevent an unlicensed controller from functioning with AVA Security software. 

So what exactly happens when an unauthorized key is sent to the 
controller? 

In most cases, nothing ... for about 20 minutes.  Every 20 minutes, the security 
status is refreshed inside the controller.  You can send it a correct key or an 
incorrect key, and the security status will not change except on the next 20-minute 
cycle.  The last key that was sent will be used to determine the security status on 
the next 20-minute cycle.  If you send the wrong authorization key, a 24-hour 
timer will begin.  When 24 hours has expired, the controller will stop processing 
all command sets except for AVA Security and E3C.  This 24-hour interval can be 
changed from 1 to 24 hours.  Unauthorized users will be annoyed that the 
controller must be power-cycled to continue using unlicensed software.  They will 
need to power cycle the controller once per day or once per hour depending your 
authentication request.  Optionally, the controller will not lockdown, leaving your 
software to manage a licensing error while the controller remains fully functional. 
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So how difficult is AVA Security to Implement? 

If you are a software developer who wishes to implement AVA Security, you need 
to be aware that each controller will have its own authorization key.  No two 
controllers will ever have the same authorization key, so your software must be 
adapted to include a unique authorization key for each controller. 

If you are writing a program meant to work with one controller, you can imbed 
the authorization key into your software.  If you are working on a program that is 
meant to support thousands of users, you must have a way of providing each user 
with the license key that is configured into each controller.  Either way, you must 
purchase the controller from National Control Devices, you must configure an 
authorization key, and you must include a unique authorization key in each 
software program you intend to license.  While the process is easy, it will take 
some time; however, you will be rewarded with software that will not function 
properly with an unlicensed controller. 

Here are some examples of how you can modify your program to include AVA 
Security Authorization Commands. 

Basic Protection: 

Send the controller an authorization request (this is a single command).  The 
controller will evaluate your request and begin the shutdown process if the 
authorization request contains an invalid security key.  The controller will, after an 
hour or a day, depending on your request, shutdown the controller. 

More Protection: 

An authorization request (which is one simple command) should be sent to the 
controller at random times.  Your software checks the security status on regular 
20-minute intervals.  If the security status changes, software can manage the 
purchase of a license.  Optionally, the controller can shut down or can remain fully 
functional. 

Hidden Protection: 

Perhaps the best technique to gain customers is to allow the software to work over 
a trial period.  The controller can authenticate the key only without a lockdown.  
After a trial period of 30 days, the controller can start locking down.  This gives 
the customer a chance to try your software without any adverse effects.  Of 
course, you have a lot of options as to the trial period and lockdown procedure. 

The software developer has complete control in managing how an unauthorized 
key is handled.  Adding AVA security protocols is not a difficult task with regard 
to programming.  Only a few minor changes to existing code will secure your 
software with an AVA powered device. 
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Can AVA Security be Hacked? 

It would not be an easy task, but an ambitious hacker can hack into the controller.  
It is often said that locks are for your neighbors, not criminals.  If they want in, 
they will find a way.  The concern should be focused on your software, not the 
controller.  Software is a much more vulnerable target than the controller, as any 
hacker has access to a hex editor that can be used to manipulate the license keys.  
With this in mind, we advise programmers to avoid storing the security key in 
consecutive memory space.  Rather, the security key should be assembled from 
many random locations in memory.  For instance, the authentication key is 16 
bytes.  We would advise storing these bytes in a computational format rather than 
the direct byte format.  So if the first byte of the authorization key is 75, you might 
want to store a 180 instead.  The number 75 can easily be extrapolated by taking 
255-180 and sent out the port.  Another growing method of popularity is to 
ensure your software has Internet access.  Allow the software to run for 30 days 
without validating the license code on a remote server, but at least one time per 
month, the authorization code can be validated on a remote server. 

Perhaps the best technique for preventing hacking is to use a combination of 
methods.  Plant the key into the program, allow the user to see it and manipulate it 
using a hex editor.  However, the real key is actually stored in memory space in a 
mathematically extrapolated format.  Use the “hackable” version of the key most 
of the time, but maybe every few weeks, have your software use the key that is not 
so readily found.  If this causes a validation error, then you have made your 
software a lot more immune to hacking.  The real key being, you did not rely on 
one method of storing the key and you provided a dummy that is actually put to 
use. 

Developing Hardware to Hack AVA Security: 

One feasible way to prevent AVA Security from functioning is to develop a 
“packet sniffer” that monitors communications between your software and the 
controller and intercepts the data, preventing AVA from functioning properly.  
We are making no claims that AVA Security is impenetrable.  But as a developer 
for the firmware, this is the most feasible way to hack AVA Security.  If this is a 
concern, you have a few options.  A custom set of entry codes for AVA Security 
can be programmed.  Entry codes will be discussed later, but they are used as a 
gateway to the AVA Security command set.  If these Entry codes are altered, the 
packet sniffer must also be altered to accommodate the new entry codes or it will 
not properly intercept the AVA Security Request.  We cannot publish the 
procedure for modifying entry codes; however, if you contact our office, our 
engineers will gladly provide you with custom entry codes.  It is not possible to 
read the entry codes from a controller, but periodically changing the entry codes 
will render packet sniffers much more difficult to  
create. 
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AVA Security Backdoors: 

Can we hack our own device?  No.  There are absolutely no backdoors in AVA 
Security.  During development, backdoors were created for debugging purposes.  
Once the AVA Security functions were finalized, the backdoors had to be 
removed from the code, as they were taking up valuable code space that was 
needed for other functions.  As a firmware developer, hacking AVA Security 
would be a major task, as we have taken many steps to think ahead of potential 
hacking techniques. 

AVA Security Usage Strategy: 

The best way to prevent potential problems is to avoid notifying the user that you 
are using AVA Security Features to begin with.  It is often better to misdirect the 
user into thinking that the authorization code could not be validated because there 
was a communication error with a remote server.  Use time to help you maintain 
control of who is licensed to use your software.  For instance, you can 
authenticate your software with a device, but don’t tell the user immediately.  
Allow them to continue using the software.  Stop using AVA Security if a device 
key could not be authenticated, but flag the problem in your software.  Next, wait 
a few days or weeks to notify the user.  Just because you can validate a key every 
20 minutes is no reason to tell the user when there was an error.  These kinds of 
errors are best handled by waiting a few days after they were discovered.  
Techniques can be developed to obtain user contact information so that you can 
directly contact an unlicensed user.  AVA Security is a very smart tool, though not 
impenetrable, it is immensely powerful.  As a firmware developer, I find AVA 
Security extremely difficult to hack without custom hardware. 

If you need more security, there are many companies that manufacture USB 
Dongles that will add further security to your application.  USB is very difficult to 
hack as a communication technology.  AVA Security aims to protect against the 
technologically savvy developer.  Hacking AVA Security would require expert 
skills at hardware or software development. 

Reboot: 

Rebooting the controller cannot be used to circumvent AVA Security.  The 
Reboot command is only allowed to process if there are no pending security 
problems. 
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Base Station Software 

se NCD Base Station software to configure and test device security. 
 

After connecting your device, run Base Station software.  Select ‘AVA Security 
Command Set” as shown in the screen shot below. 

 
You will be given two options:  1) Demonstrate Security Features and  2) Setup 
Security Configuration as is shown on the screen shot below. 
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Test Security Settings 

If you choose the first option on the dialog box from the previous page, you will 
receive a demonstration of security features.  You will see 16 numbers in green 
below.  To demonstrate AVA Security features, these numbers should remain as 
shown.  Since the security status updates every 20 minutes, you would normally 
have to wait a long time to make sure AVA is working the way you expect.  New 
controllers are shipped in “Demo mode,” meaning you can test the features (and 
actually see them work) in a much shorter time frame.  In Demo mode, AVA 
Security status is updated every 20 seconds instead of 20 minutes.  A controller 
that would normally lock down in 24 hours will lock down in 24 seconds.  Once 
you have locked your security keys into the controller, Demo mode will be 
permanently disabled and the controller will only function as a production device, 
operating over time frames of 20 minutes and 24 hours rather than seconds. 
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A. Each of the numbers in the 16 green blocks will be sent to the controller and 
authenticated. 

B. heck the security status of the controller every 20 minutes (20 seconds in 
Demo mode) to ensure there are no  security problems. 

C. This command will authenticate your key with a request for 24-hour lockdown 
in the event the key cannot be authenticated. 

D. Communication Details. Shown when MORE option is selected in section G 
of diagram. 

E. This command will authenticate your key with a request for 1-hour lockdown 
in the event the key cannot be authenticated. 

F. This command will deliberately send an incorrect key to the controller with no 
lockdown.  The security status will change, but your software must manage 
unauthorized users. 

G. MORE or LESS. MORE option expands the window to include section D in 
diagram. LESS option shrinks the window to exclude section D.  

H. Use this button to fill all boxes in with the default Demo key. 
I. This box will appear green if there are no security errors.  This box will turn 

red if an unauthorized key is sent to the controller. 
J. Displays the security status of the controller.  Device Not Secured means the 

controller is still in Demo mode (meaning the Demo key will authenticate the 
controller and the time scale will be in seconds rather than hours and minutes). 
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Device Security Configuration 

When entering AVA Security from Base Station, Selecting “Setup Security 
Configuration” brings you to the Device Security Configuration control panel. 

A. Step 1 is to enter a Private Key.  You may randomly generate the private key 
or change the green boxes. 

B. Step 2 is to enter a Public Key.  You may randomly generate the public key or 
change the green boxes. 

C. Generate an Authentication Key will generate a custom set of 8 bytes that will 
be used to authenticate this device.  No two controllers will ever generate the 
same Authentication key. 

D. Click this button if you have lost your Security Key.  Once the device is 
Locked Down, it is not possible to retrieve the Authentication Key from the 
controller. 

E. Use this button to lock your keys into the controller permanently.  The keys 
you enter CANNOT be changed, so  make sure you key track of all three 
keys for each controller (Public, Private, and Authentication). 

F. Displays an explanation for each of the user interface elements shown on this 
page. 
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The AVA Security Command Set addresses the problem of controllers and 
software that are not licensed to work together.  This ensures your software is not 
used illegally by shutting down an unauthorized controller.  The AVA Security 
Command Set is very easy to use and will not interfere with normal operation of 
the controller if you choose not to use it. 

The AVA Security Command Set allows you to license a particular controller to 
work with your software, all other controllers will shut themselves down. 

There are several commands that make up AVA Security.  We strongly suggest 
using the AVA Security GUI inside the BASE Station application to learn more 
about security keys and how they are used.  We will not detail the process of 
generating a security key, as there are many rules regarding this procedure.  We 
suggest using the GUI to setup your security keys or obtain the source code to see 
how we apply the complex set of rules for generating security keys. 

This command set addresses the most critical functions: 

 Authenticating a Security Key 

 Checking the Security Status of the Controller 

When you Authenticate a Security Key, you are asking the controller to evaluate 
and compare the security key in your software with the security key inside the 
controller.  If these keys match, then nothing happens and the controller will 
function normally.  If these keys do not match, the security status of the controller 
will change, and depending on your options, the controller may go into security 
lockdown mode. 

The security status of the controller updates every 20 minutes.  After sending a key 
to the controller for authentication, your software should check the security status 
every 20 minutes to make sure there are no security issues pending. 

Entry Codes: 

The Default Entry Codes for all controllers are 70, 85, 240, 12, 111. 
Entry codes are used to access the AVA Security Command Set.  These entry 
codes will be shown in the coming sections of the manual.  Customers may 
request custom entry codes, which will affect the entry codes shown in this 
command set. 
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Command Set Examples 

Command Examples: 

Authenticate Device Command with 24-Hour Lockdown 

Authenticate Device Command with 24-Hour Lockdown.  Before sending this 
command, define and clear a Checksum variable.  

Transmit Decimal Hex Command Description  

Byte 1 70 0x46 This command uses Entry Codes 70, 85, 240, 12, 111 
Byte 2 85 0x55 These Entry Codes Gain Access to AVA Security 
Byte 3 240 0xF0 Custom Entry Codes are Available Upon Request 
Byte 4 12 0x0C  
Byte 5 111 0x6F  
Byte 6 0 0x00 The Authentication Request is the 6th Byte (0) 
Byte 7 0-255 0x00-0xFF Send Public Key 1 and Add to Checksum 
Byte 8 0-255 0x00-0xFF Send Public Key 2 and Add to Checksum 
Byte 9 0-255 0x00-0xFF Send Public Key 3 and Add to Checksum 
Byte 10 0-255 0x00-0xFF Send Public Key 4 and Add to Checksum 
Byte 11 0-255 0x00-0xFF Send Public Key 5 and Add to Checksum 
Byte 12 0-255 0x00-0xFF Send Public Key 6 and Add to Checksum 
Byte 13 0-255 0x00-0xFF Send Public Key 7 and Add to Checksum 
Byte 14 0-255 0x00-0xFF Send Public Key 8 and Add to Checksum 
Byte 15 0-255 0x00-0xFF Send Authentication Key 1 and Add to Checksum 
Byte 16 0-255 0x00-0xFF Send Authentication Key 2 and Add to Checksum 
Byte 17 0-255 0x00-0xFF Send Authentication Key 3 and Add to Checksum 
Byte 18 0-255 0x00-0xFF Send Authentication Key 4 and Add to Checksum 
Byte 19 0-255 0x00-0xFF Send Authentication Key 5 and Add to Checksum 
Byte 20 0-255 0x00-0xFF Send Authentication Key 6 and Add to Checksum 
Byte 21 0-255 0x00-0xFF Send Authentication Key 7 and Add to Checksum 
Byte 22 0-255 0x00-0xFF Send Authentication Key 8 and Add to Checksum 

   Checksum=Checksum AND 255 (Isolate Lower 8 Bits of Checksum) 
Byte 23 0-255 0x00-0xFF Send 8-Bit Checksum Value 
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NOTE:  The Checksum Value is the Lower 8-Bits of the Accumulated Checksum 
of the Public and Authentication Keys. 
For instance, the Checksum value may be 1394.  We will need to send only the 
lower 8 bits of 1394.  We do this using the math function “AND” or “&” in some 
programming languages.  The checksum value of 1394 AND 255 = 114.  So we 
send byte 114 as the Checksum value for Byte 23. 

Device will reply with the Same Checksum Value when Accepted: 

 
Receive Byte: Decimal: 0-255 Checksum  
 Hex: 0x00-0xFF 

  



              P r o X R / F U S I O N  S E R I E S  

12 

Authenticate Device Command with 1 to 24-Hour 

Lockdown  

Device will lock down within 1-24 hours depending on the value sent in Byte 24. 
 
Transmit Decimal Hex Command Description  
Byte 1 70 0x46 This command uses Entry Codes 70, 85, 240, 12, 111 
Byte 2 85 0x55 These Entry Codes Gain Access to AVA Security 
Byte 3 240 0xF0 Custom Entry Codes are Available Upon Request 
Byte 4 12 0x0C  
Byte 5 111 0x6F  
Byte 6 0 0x00 The Authentication Request is the 6th Byte (0) 
Byte 7 0-255 0x00-0xFF Send Public Key 1 and Add to Checksum 
Byte 8 0-255 0x00-0xFF Send Public Key 2 and Add to Checksum 
Byte 9 0-255 0x00-0xFF Send Public Key 3 and Add to Checksum 
Byte 10 0-255 0x00-0xFF Send Public Key 4 and Add to Checksum 
Byte 11 0-255 0x00-0xFF Send Public Key 5 and Add to Checksum 
Byte 12 0-255 0x00-0xFF Send Public Key 6 and Add to Checksum 
Byte 13 0-255 0x00-0xFF Send Public Key 7 and Add to Checksum 
Byte 14 0-255 0x00-0xFF Send Public Key 8 and Add to Checksum 
Byte 15 0-255 0x00-0xFF Send Authentication Key 1 and Add to Checksum 
Byte 16 0-255 0x00-0xFF Send Authentication Key 2 and Add to Checksum 
Byte 17 0-255 0x00-0xFF Send Authentication Key 3 and Add to Checksum 
Byte 18 0-255 0x00-0xFF Send Authentication Key 4 and Add to Checksum 
Byte 19 0-255 0x00-0xFF Send Authentication Key 5 and Add to Checksum 
Byte 20 0-255 0x00-0xFF Send Authentication Key 6 and Add to Checksum 
Byte 21 0-255 0x00-0xFF Send Authentication Key 7 and Add to Checksum 
Byte 22 0-255 0x00-0xFF Send Authentication Key 8 and Add to Checksum 

   Checksum=Checksum AND 255 (Isolate Lower 8 Bits of Checksum) 

Byte 23 0-255 0x00-0xFF Send 8-Bit Checksum Value 
Byte 24 1-24(Hours) 0x01-0x18 Send Hours Value (1-24) 

 
NOTE:  The Checksum Value is the Lower 8-Bits of the Accumulated Checksum 
of the Public and Authentication Keys. 
For instance, the Checksum value may be 1394.  We will need to send only the 
lower 8 bits of 1394.  We do this using the math function “AND” or “&” in some 
programming languages.  The checksum value of 1394 AND 255 = 114.  So we 
send byte 114 as the Checksum value for Byte 23. 

Device will reply with Same Checksum Value when Accepted 

 
Receive Byte: Decimal: 0-255 Checksum  
 Hex: 0x00-0xFF 
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Authenticate Device Command with NO Lockdown 

Controller will NOT lockdown if there is a security issue. 

Transmit Decimal Hex Command Description 

Byte 1 70 0x46 This command uses Entry Codes 70, 85, 240, 12, 111 
Byte 2 85 0x55 These Entry Codes Gain Access to AVA Security 
Byte 3 240 0xF0 Custom Entry Codes are Available Upon Request 
Byte 4 12 0x0C  
Byte 5 111 0x6F  
Byte 6 0 0x00 The Authentication Request is the 6th Byte (0) 
Byte 7 0-255 0x00-0xFF Send Public Key 1 and Add to Checksum 
Byte 8 0-255 0x00-0xFF Send Public Key 2 and Add to Checksum 
Byte 9 0-255 0x00-0xFF Send Public Key 3 and Add to Checksum 
Byte 10 0-255 0x00-0xFF Send Public Key 4 and Add to Checksum 
Byte 11 0-255 0x00-0xFF Send Public Key 5 and Add to Checksum 
Byte 12 0-255 0x00-0xFF Send Public Key 6 and Add to Checksum 
Byte 13 0-255 0x00-0xFF Send Public Key 7 and Add to Checksum 
Byte 14 0-255 0x00-0xFF Send Public Key 8 and Add to Checksum 
Byte 15 0-255 0x00-0xFF Send Authentication Key 1 and Add to Checksum 
Byte 16 0-255 0x00-0xFF Send Authentication Key 2 and Add to Checksum 
Byte 17 0-255 0x00-0xFF Send Authentication Key 3 and Add to Checksum 
Byte 18 0-255 0x00-0xFF Send Authentication Key 4 and Add to Checksum 
Byte 19 0-255 0x00-0xFF Send Authentication Key 5 and Add to Checksum 
Byte 20 0-255 0x00-0xFF Send Authentication Key 6 and Add to Checksum 
Byte 21 0-255 0x00-0xFF Send Authentication Key 7 and Add to Checksum 
Byte 22 0-255 0x00-0xFF Send Authentication Key 8 and Add to Checksum 

   Checksum=Checksum AND 255 (Isolate Lower 8 Bits of Checksum) 

Byte 23 0-255 0x00-0xFF Send 8-Bit Checksum Value  
Byte 24 26 0x1A Send 26 to Request NO Lockdown 

 
NOTE:  The Checksum Value is the Lower 8-Bits of the Accumulated Checksum 
of the Public and Authentication Keys. 
For instance, the Checksum value may be 1394.  We will need to send only the 
lower 8 bits of 1394.  We do this using the math function “AND” or “&” in some 
programming languages.  The checksum value of 1394 AND 255 = 114.  So we 
send byte 114 as the Checksum value for Byte 23. 

Device will reply with Same Checksum Value when Accepted 

 

Receive Byte: Decimal: 0-255 Checksum  
 Hex: 0x00-0xFF 
 

  



              P r o X R / F U S I O N  S E R I E S  

14 

Check Security Status Command: 

This command checks to see if there are any security issues pending.  This 
command will report the internal minute of the controller (Time) as the first byte 
returned.  The Security Status is updated on the 19th, 39th, and 59th minute of 
each hour.  The second byte will report the lockdown hours.  If 25 is reported, 
there are no security issues pending.  If a value of less than 25 is reported, this 
value will indicate how many hours until lockdown.  If 26 is reported, the 
controller has a security issue, but will not lock down as per request of the 
Authentication Key. 
 
Send Bytes:  Byte 1: Byte 2:  Byte 3: Byte 4: Byte 5: Byte 6: 

Function:  
Decimal Values: 70 85 240 12 111 1 
Hex Values 0x46 0x55 0xF0 0x0C 0x6F 0x01 
 
    Internal  Security  
    Time  Status 

Receive Byte: Decimal: 0-59 1-26 
 Hex: 0x00-0x3B 0x01-0x1A 
 
Security Status Byte: 

1-24  Indicates Number of Hours until Lockdown 

25  Indicates No Security Issues Pending 

26  Indicates Authentication Error with No Pending Lockdown 

 

Test 2-Way Command: 

The Test 2-Way Command is affected by AVA Security.  Normally, the Test 2-
Way command will report an 85 if the controller is in RUN Mode, or 86 if the 
controller is in Configuration Mode.  If Test 2-Way reports 87, the device is in 
security lockdown mode and device command sets will not function (E3C will 
function as well as AVA Security Command Sets, all other command sets are 
disabled and the Busy/Ready LEDs flash an alternating pattern). 
 

Send Bytes: Byte 1: Byte 2: 

Function:  
Decimal Values: 254 33 
Hex Values 0xFE 0x21 
 
  Run Mode Configuration Mode Lockdown Mode 

Receive Byte: Decimal: 85  86  87 
 Hex: 0x55 0x56 0x57  



              P r o X R / F U S I O N  S E R I E S  

15 

Technical Support 

echnical support is available through our website, controlanything.com.  
Support is the way we connect NCD engineers to our customers.   

  
 
Click on the Support tab at the top of any page on our website to be 
taken to the Forum page.  Here you can publicly post or review problems 
that customers have had, and learn about our recommended solutions. 

 

Our engineers monitor questions and respond continually throughout the day.  
Before requesting telephone technical support, we ask that customers please try to 
resolve their problems through Support first.  However, for persistent problems, 
NCD technical support engineers will schedule a phone consultation. 
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Contact Information  

National Control Devices, LLC 
PO Box 455 
Osceola, MO 64776 
417-646-5644 phone 
866-562-0406 fax 
Open 9 a.m. - 4 p.m. CST 
 
Like “National Control Devices” on Facebook, and follow us on Twitter 
@ControlAnything. 
 
All orders must be placed online at our website, www.controlanything.com 

Notice: 

The only authorized resellers of NCD products are  

 www.controlanything.com 

 www.relaycontrollers.com 

 www.relaypros.com  
 

All other websites are not authorized dealers; we have noticed some retailers 
offering our products fraudulently. 
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